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Overview 
 
This lab introduces the reader to pScheduler limits configuration file. The lab describes 
the components and the syntax of the configuration file how to configure it in order to 
apply rules to the tests between perfSONAR nodes in the topology. 
 
 
Objectives 
 
By the end of this lab, the user will: 

 
1. Understand the concept of pScheduler limits. 
2. Modify the pScheduler limits configuration file. 
3. Verify the impact on pScheduler test after modifying the limits configuration file. 

 
 
Lab topology 
 
Figure 1 illustrates the topology used for this lab. The topology includes three perfSONAR 
nodes labeled perfSONAR1, perfSONAR2, perfSONAR3 and a Client host. The perfSONAR 
nodes run a Linux CentOS 7, and the Client runs a lightweight Linux distribution (Lubuntu). 
The Client host is used to access perfSONAR graphical user interface. 
 

 
Figure 1. Lab topology. 

 
 

Lab settings 
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The information in Table 1 provides the credentials to access to perfSONAR nodes. 
 

Table 1. Credentials to access perfSONAR1, perfSONAR2 and perfSONAR3. 
 

Device 

 

IP Address 

 

Account  

 

 

Password 

 

perfSONAR1 192.168.1.10 admin admin 

perfSONAR2 192.168.2.10 admin admin 

perfSONAR3 192.168.3.10 admin admin 

 
 
Lab roadmap 
 
This lab includes the following tasks: 
 

1. Section 1: Introduction. 
2. Section 2: Sample limits files. 
3. Section 3: Applying perfSONAR limits files. 

 
 
1 Introduction 
 
The perfSONAR toolkit provides a detailed framework for network performance 
measurement across single and multiple network domains1. An integral component of 
this solution is the pScheduler tool which is responsible for executing desired network 
performance tests, also termed as tasks. In particular, pScheduler runs on a server and 
can either be called using a graphical user interface (GUI), command line input (CLI), or 
through an application programmer interface (API). 
 
Now perfSONAR users can request a wide range of end-to-end monitoring tests through 
pScheduler, e.g., such as latency, throughput, loss, etc. However, in general, system and 
network administrators will want to control various aspects of such user-initiated tests, 
i.e., as per policy, resource limitations, timing constraints, etc. To accommodate such 
needs, the perfSONAR framework also provides the ability to control who can run tasks, 
the types of tasks allowed, and their associated parameter ranges2. Specifically, this 
control is implemented through a limits configuration file. Hence this lab focuses on the 
contents of this file and how to modify it to achieve desired perfSONAR operation. Note 
that the default limits configuration file in the perfSONAR installation is also available in 
the toolkit sources3. 
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1.1 Overview of perfSONAR limits Files 

 
The perfSONAR limits configuration file uses JavaScript Object Notation (JSON) notation 
and is named limits.conf. This file is located in the /etc/pscheduler directory and is read 
by pScheduler to determine the validity of user task requests. Namely, the pScheduler 
server checks and applies the latest instance of this file for any new requests and also 
regularly checks for updates every 15 seconds. Any changes to the limits.conf file are also 
tracked in a log file, generally located in the /var/log/pscheduler.log file. 
 
The pScheduler limits file plays a very important role in verifying user requests. Otherwise 
the pScheduler system will simply accept all requests in case of missing and/or improper 
limits.conf files. As a result, it is important to make sure that the limits file is properly 
checked for validity before being installed for use by pScheduler. This particular step can 
also be done through the pScheduler validate-limits command, as applied subsequently. 
Overall, the limits configuration file contains a single JSON object with several attribute-
value pairs given by: 
 
{ 

    "#": "Skeletal pScheduler limit configuration", 
 

    "identifiers": [ ... ], 

    "classifiers": [ ... ], 

    "rewrite": [ ... ], 

    "limits": [ ... ], 

    "applications": [ ... ] 

} 

 
 
1.2 Identifiers 

 
The first part of the verification process is to identify who is actually requesting the 
performance measurement task. Hence the identifiers component of the limits file 
contains identifier objects with several attribute fields including name (string containing 
a unique identifier name), description (string describing identifier), type (string indicating 
what method to determine if requester should be identified in a category), data (JSON 
object containing type object specific data), and invert (optional boolean value to invert 
identification after evaluation). In particular, the type and its associated data field can 
support a range of identification strategies, e.g., using hints about the requester, pre-
specified classless inter-domain routing (CIDR) IPv4 or IPv6 address lists, downloaded 
CIDR IP address lists from a website, list of non-bogon IP addresses (to prevent malicious 
dark web activities), reverse IP address resolution, using jq scripts, or local identifiers. 
 
 
1.3 Classifiers 

 
The second part of the verification process groups the identifiers into broader categories. 
Hence the classifiers component of the limits files contains classifier objects with several 
attribute fields including name (string containing a unique identifier name), description 
(string describing identifier), and identifiers (string array listing identifiers to be part of 
classifier). In many cases requesters are classified as friendlies or hostiles. 
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1.4 Rewrite 

 
The third part of the verification process allows the pScheduler system to make changes 
to requested tasks. These changes are specified in rewrite attribute pair and done using 
jq scripts. In particular, these scripts call a set functions after initial validation but before 
limit enforcement (Section 2.4). Overall, the rewrite attribute can be used to implement 
a variety of actions/modifications, e.g., enforce tests from specific interfaces, throttle 
bandwidth rates, enforce minimum durations, etc. 
 
 
1.5 Limits 

 
The fourth part of the verification process determines whether or not the requested test 
parameters fall within acceptable ranges. Hence the limits component of the limits file 
contains limits objects with several attribute fields including name (string containing a 
unique identifier name), description (string describing identifier), clone (string naming 
other limit to be used as a starting point), type (type of limit to be checked), data (JSON 
object containing type-specific data), and invert (optional boolean value to invert 
identification after evaluation). Note that these attributes are very similar to the 
identifier’s attributes (detailed in Section 2.1). Overall, each limit is individually evaluated 
and passed or failed.  Namely, the type field of a limits object can be passed or failed using 
various strategies, i.e., explicit pass or fail, use of jq scripts to evaluate test parameters, 
checking of run times or ranges, comparing parameters versus a template of acceptable 
values, and comparing against a list of acceptable test types. 
 
 
1.6 Applications 

 
The fifth part of the verification process determines if the test parameters make it 
permissible, and this check is done by using a set of limit applications. Namely, each 
classifier is tied to a set of conditions which must be passed. Hence the applications 
component of the limits files contains limit application objects with several attribute fields 
including description (string describing identifier), classifier (string naming classifier to 
which application should be applied), apply (array of limit requirements), invert (boolean 
value to invert application result after evaluation), and stop-on-failure (boolean value 
indicating if failure to pass application should prompt further application list evaluations). 
These application limits are evaluated sequentially, and a task is only run it if passes all of 
them (or if it passes subsequent application list checks if stop-on-failure is false). 
 
 
2 Sample limits files 
 
Overall, the limits configuration file lets pScheduler exercise a very broad range of control 
over user task requests. However, providing an exhaustive set of examples to detail every 
possible verification option is clearly not feasible here.  Instead, three sample limit files 
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are used to highlight different components of the pScheduler limits framework. In 
particular, these files are located in the /home/admin directory and named as limits-
1.conf, limits-2.conf, and limits-3.conf. These files are now discussed further. 
 
Step 1. Open perfSONAR2 and enter the username admin and password admin. Note that 
the password will not be displayed while typing it. 
 

 
 
Step 2. On the perfSONAR2 host go to the directory containing the sample limits files by 
directly typing the command: 
 
cd /home/admin 

 

 
 
Step 3. To ensure the correct directory, enter the ls command to verify that the three 
sample limits files are listed: 
 

 
 
Step 4. Now open the first limits file, limits-1.conf, in order to inspect its contents. Type 
the following command: 
 
nano limits-1.conf 

 

 
 

 
This JSON file contains an identifiers component (object array) with a several objects, one 
of which is an object with the name attribute defined as certain-group. This particular 
object is subsequently used to identify the subnet which cannot run tasks on perfSONAR2. 
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Additionally, the limits-1.conf file also contains a classifiers component (object array) with 
an object whose name attribute is defined as hostiles. This particular object also has an 
identifiers attribute defined as (the above-defined) “certain-group”, i.e., to prevent 
identifiers in this group from running tasks on perfSONAR2. 
 

 
 
Step 5. To close the current file type Ctrl+x. Next, open the second limits file, limits-
2.conf, by typing the following command: 
 
nano limits-2.conf 

 

 
 
This file contains an identifiers component (object array) with two objects with their name 
attributes set to perfSONAR1 and perfSONAR2, respectively. Specifically, both of these 
objects define their type attributes as ip-cidr-list and related data attributes as a cidrs 
object array (containing two IP addresses, i.e., 192.168.1.10 and 192.168.3.10). 
 

 
 
Using the above, the limits-2.conf file also includes a classifier component (object array) 
with two objects with their name attributes set to friendlies and hostiles, respectively. 
Specifically, the first object contains an identifiers attribute listing IP address(es) that can 
send requests to perfSONAR2 (in this case only perfSONAR3 is allowed). Meanwhile, the 
second object contains an identifiers attribute listing IP address(es) who cannot send 
requests to perfSONAR2 (in this case only perfSONAR1 is not allowed). 
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Step 6. Finally, exit the nano editor as before by typing Ctrl+x. Then open the third limits 
file, limits-3.conf, by typing the following command: 
 

nano limits-3.conf 

 

 
 
This file contains a limits component (object array) with a single object with the name 
attribute set to throughput-default-time. Furthermore, the data attribute here defines 
another object with a limit attribute (object) specifying the upper and lower run time 
durations for throughput tasks, i.e., 5 seconds and 15 seconds, respectively. 
 

 
 
Step 7. Exit the nano editor as before by typing Ctrl+x. 
 
 
3 Applying perfSONAR limits files 
 
The three sample limits files detailed in Section 3 are now used to test and verify the 
capabilities of pScheduler limits framework. 
 
 
3.1 Testing the first limits configuration file (limits-1.conf) 

 
Step 1. In perfSONAR2, go to the local file directory containing the three sample limit 
configuration files typing the following command: 
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cd /home/admin 

 

 
 
Step 2. Type the command ls to ensure that all three template files are listed in the 
directory. 
 

 
 
Step 3. The pScheduler limits file is located in the local directory /etc/pscheduler and 
called limits.conf, i.e., /etc/pscheduler/limits.conf. Now pScheduler can only recognize a 
limits file with this particular name. Hence in order to test the first limit configuration file, 
limits-1.conf must be copied from /home/admin and renamed into the /etc/pscheduler 
directory. To do this, type the command in the /home/admin directory, i.e., to create a 
renamed copy: 
 

cp limits-1.conf limits.conf 

 

 
 
Step 4. To verify that the copy succeeded, type ls. 
 

 
 
Step 5. Next, move the copied limits.conf file to the pScheduler directory /etc/pscheduler. 
To do this, type the command shown below and enter the password admin. 
 
sudo mv limits.conf /etc/pscheduler 

 

 
 
Step 6. To ensure the file was properly moved, type ls to make sure that the limits.conf 
is no longer in the current /home/admin directory: 
 

 
 
Step 7. Now return to the main directory by entering the following command: 
 

cd ~ 
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Step 8. Since the pScheduler limits.conf file has just been changed, it is important to verify 
that that it is still valid by using the pScheduler validate-limits command. To verify this, 
type the command shown below and note the output. If the configuration is valid, the 
output should display Limit configuration is valid. 
 
pscheduler validate-limits 

 

 
 
Step 9. As detailed in Section 3, the limits-1.conf file is designed to block perfSONAR1 and 
perfSONAR3 from running tasks on perfSONAR2. However, these limits should not 
prevent perfSONAR1 from running a task on perfSONAR3 or vice versa. In order to test 
these restrictions, try to schedule a throughput task to perfSONAR2 by typing command 
shown below. This task will fail. 
 
pscheduler task throughput --source 192.168.1.10 --dest 192.168.2.10 

 

 
 
Step 10. Next, verify that the rule also applies to perfSONAR3 by typing the command 
shown below. This task request will also fail. 
 
pscheduler task throughput --source 192.168.3.10 --dest 192.168.2.10 
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Step 11. Finally, verify that perfSONAR1 and perfSONAR3 can still schedule tasks between 
themselves. To verify this, type the command shown below. This task request should 
succeed and display throughput results. 
 

pscheduler task throughput --source 192.168.3.10 --dest 192.168.1.10 

 

 
 
 
3.2 Testing second limits configuration file (limits-2.conf) 

 
Step 1. In perfSONAR2, go to the local file directory containing the 3 sample limit 
configuration files. Namely, type the command shown below. 
 
cd /home/admin 
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Step 2. Copy the contents of limits-2.conf into a file titled limits.conf by entering the 
following command: 
 
cp limits-2.conf limits.conf 

 

 
 
Step 3. Move this new limit file into the /etc/pscheduler directory by entering the 
command. Enter the password admin when prompted. 
 

sudo mv limits.conf /etc/pscheduler 

 

 
 
Step 4. Now return to the main directory again by entering the following command: 
 
cd ~ 

 

 
 
Step 5. Check the validity of the limits file once again by using the command shown below. 
The output should read limit configuration is valid. 
 
pscheduler validate-limits 

 

 
 
Step 6. As detailed in Section 3 the limits-2.conf file is designed to block any requests from 
perfSONAR1 but allow requests from perfSONAR3. In order to test these restrictions, try 
to schedule a throughput task to perfSONAR2 by typing the command shown below. This 
task request should fail based upon the specified limits. 
 
pscheduler task throughput --source 192.168.1.10 --dest 192.168.2.10 
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Step 7. Next, verify that perfSONAR3 is still able to run tasks to perfSONAR2. Specifically, 
type the command shown below. This task request should succeed and display 
throughput results. 
 
pscheduler task throughput --source 192.168.3.10 --dest 192.168.2.10 

 

 
 
 
3.3 Testing third limits configuration file (limits-3.conf) 

 
Step 1. In perfSONAR2, go to the local file directory containing the 3 sample limit 
configuration files. Type the following command. 
 
cd /home/admin 
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Step 2. Copy the contents of limits-3.conf into a file named limits.conf by entering the 
following command. 
 
cp limits-3.conf limits.conf 

 

 
 
Step 3. Move this new limit file into the /etc/pscheduler directory by entering the 
command shown below. Enter the password admin when prompted.  
 

sudo mv limits.conf /etc/pscheduler 

 

 
 
Step 4. Now return to the main directory again by entering the following command: 
 
cd ~  

 

 
 
Step 5. Check the validity of the limits file once again by using the command shown below. 
The output should read Limit configuration is valid. 
 
pscheduler validate-limits 

 

 
 
Step 6. As detailed in Section 3, the limits-3.conf file is designed to restrict the maximum 
duration of throughput tasks to 15 seconds. Hence any request to schedule such a task 
for 20 seconds should fail. In order to test this restriction, try to schedule a 20 second 
throughput task to perfSONAR2 by typing in the command shown below. This task request 
should fail based upon the specified duration limit. In perfSONAR1, type the following 
command: 
 
pscheduler task throughput --source 192.168.1.10 --dest 192.168.2.10 -t 20 
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Step 7. Meanwhile, a request to schedule throughput tasks with durations of 15 seconds 
or less should be successful. In order to test this bound, try to schedule a 15 second 
throughput task to perfSONAR2 by typing in the command shown below. This task request 
should succeed and display throughput results. 
 
pscheduler task throughput --source 192.168.1.10 --dest 192.168.2.10 -t 15 

 

 
 
This concludes Lab 10.  
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